October 15th, 2011
Salutation and Name of Pen Tester
Title of Pen Testers 

Company if Applicable
Address line 1
Address line 2
Subject: Authorization to execute Penetration tests on clientName networks from the Internet and Internal
PenTesterName,

This letter is to confirm that we authorize pentester/CompanyName to perform tests on our networks from both external and internal locations. 

All tests will be performed outside normal production hours more specifically from midnight until 6 AM, and only at specific dates that have been preauthorized by me. 
It is understood that pentester/CompanyName will execute all tests according to the best practice in the industry and that all measures will be taken to avoid damaging our networks and systems, as well as the data that it might contained within such networks and systems.  If adverse impact has been caused to the network or the data stored on our systems due to negligence while performing the tests, pentester/CompanyName will be held responsible and will compensate clientName for all damages directly or indirectly caused up to an amount equal to the fees charged for this project.

If, damages caused by pentester/CompanyName were unforeseeable and irresistible, pentester/CompanyName will not be held responsible for the damages or any of its consequences.

If pentester/CompanyName discovers a security breach in clientName networks, pentester/CompanyName will interrupt all test on this particular breach, document it, and advise clientName immediately.  Afterwards, or unless clientName decides to interrupt all tests or postpone them, pentester/CompanyName will continue testing with the remainder of the tests to be performed.

A list of IP addresses to be tested will be provided. Such IP’s must be used only for the specific purposes of this project. pentester/CompanyName will take appropriate measures to protect all confidential information regarding this project.

pentester/CompanyName will provide clientName with a written report within 7 working days after completion of the test. 

pentester/CompanyName will also provide an electronic copy of the report in protected form. 
_________________________________________________________Date:_____________

pentesterName
penTesterTitle, pentesterCompany
_________________________________________________________ Date:_____________

clientOfficerName, clientTitle
officerName
title
Email
Office: (614) 555-1212 
Cell: (614) 555-1212
Fax: (614) 555-1212
c.c., President 

       , Director of finance and administration

       , Director of Legal Department

